Direct Memory Access (DMA). P.129

Traditional: CPU controls the process to transfers data from controller data registers to memory. 

Still used for slow I/O devices such as modem (character-oriented devices). 

One interrupting period, transfer one byte data. 

DMA controller
Under the management of device driver, DMA controller can transfer one block of data from device controller to memory directly in one interrupting period.

No CPU intervention. Send interrupt to CPU after I/O process. 

Improve the CPU efficiency. See slide.

Interrupt P. 131

Hardware interrupt

A process that is invoked by a signal so CPU suspends current execution and branches to a special location to execute the service routineS. 

The signal is called interrupt request; the service routine is called interrupt handler.

Software interrupt (INT #): system call. A call to system procedure to perform I/O applications or other OS services.

The procedure of the interrupt architecture:

i) Save the address of the interrupted instructions (push to stack)

ii) CPU executes service routine through Interrupt vector table (IVT); disable incoming interrupt requests (to avoid race condition)

iii) When done, back to interrupted instruction.
IVT (Interrupt vector table: 00000 – 003FF, the 1st KB of 1 MB memory space)

Each entry of the table contains the address of an interrupt handler (on ROM BIOS).

Race condition (p.134, p.863)

More processes/threads requesting a common resource and results depend on the particular order in which the access takes place.

Example: two interrupt-requests for CPU may create a race condition.  

Processor modes. P.96

Mode bit: a one-bit register in CPU. Supervisor or User mode

Also called PSW (program status mode): 0 – user mode; 1 – system mode.

Supervisor (system) mode: can execute all machine instructions; can reference all memory locations

User mode: a user program is running. Can only execute a subset of instructions; can only reference a subset of memory locations.


User process can only access user space. P.98

The trap instruction (system call) or interrupts can switch from user mode to supervisor mode, entering the OS. The trap instruction operation (See slide).  P.135

Trusted software: the programs in OS kernel. OS services: I/O, booting, system settings

OS kernel can only be executed in system mode.


Intel system initialization and booting. P.138. See slides.
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